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Motivation

@ Theta Functions in dimension 1

@ Arithmetic of the level 4 theta model

Arithmetic of the Edwards model

o Differential addition

@ Work in progress
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Motivation : The history of Edwards model

o [Edw. 07] introduces x? + y? = a%(1 + x?y?) of Elliptic curve

(+) addition law is unified : also valid for doubling.
(—) one can not add (x,y) and (1/x,1/y).

o
[}
o [Ber.& Lan. 08] fill this gap with x? + y? = c?(1 + dx?y?).

o (+) BL model comes from Edw. model (unified addition)
o (+) Addition in BL model is also complete if d is not a square
o (—) BL model is not valid over binary fields.

o [Ber. Lan. & Far. 08] gave binary Edwards model (B.E.M)
a(x +y) + b(x* +y?) = xy + xy(x +y) + x%y?).
o (+) Complete & unified addition law.
o (—) relation between BLF & Edw. models is 7
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Motivation :The history of Edwards model

o [ Wu.Tang. & Feng. 10] gave a new B.E.M x?y + xy? + x +y = axy
with complete, unified & fast addition law.

o [Diao. 10] gave a "new" B.E.M 1 + x? + y? + x?y? = axy.

o (+) Diao B.E.M. comes from Edwards model
e (—) Addition law on Diao model is slow & not unified.

Goal : Give an Edwards model which is valid over any fields and have
complete, unified & competitive addition law.
Method : Use theory of theta functions.

e unified : to protect against Side Channel Attacks [KJJ99]
e complete : to avoid Exceptional Procedure Attacks [IT02]
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Theta Functions in dimension 1

An analogy to well understand

+oo 2n +oo y2n+1

n X . o _1\n
cos(x) = ;(—1) @n)] and sin(x) = g( 1) D) (1)
cos and sin satisfy the algebraic relations :
cos?(x) +sin?(x) = 1
cos(x1 + x2) = cos(xy)cos(xz) — sin(xy)sin(xz) (2)
sin(x1 + x2) = sin(xy)cos(x2) + cos(x1)sin(x2)

The functions cos and sin enable to :

@ parametrize the circle : x> + y? =1

e add two points : (x1,y1) + (x2,¥2) = (x1x2 — yay2, yixo + x1y2)
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Riemann theta functions

Let w € Cs.t. Zm(w) > 0. Let A, := wZ + Z be a lattice of C.

@ The theta functions are analytics functions defined by :

02p(z,w) Zexp im(n+ )w+2i7r(n+a)(z+b)). (3)

Pseudo-periodicity

‘9a,b(z o om n,w) _ e—i7rm(mw+2z)+2i7r(an—bm)aa’b(z’w) (4)

o [Mumford] The theta functions enable to :

o parametrize points of an elliptic curve E (= C/A,).
o give addition law on E (Riemann relations).

@ Each point of E can be represented by ¢ theta functions for £ > 3.

o [Lefschetz principle] is used to valid algebraic formulas over any fields.
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Riemann theta functions

Def. A function f € C is A,—pseudo-periodic of level ¢ € N if
f(z+wm+ n) =exp (—i£7rm2w — 2liTmz) f(z). (5)

Ry : set of A,—quasi-periodic functions of level ¢

Riemann theta functions
® Ry, is a C—vector space of dimension ¢, for £ > 3 [Mumford]
@ For ¢ =4, two basis of R4, are :
{60,5(2, sw), b € 3Z/Z} & {0,p(22,w),a,b € LZ/Z}.
o [Koizumy] formula give relation between Bs and B 5) :

90b24 w Z 9a2b2zw (6)
a€cs Z/Z
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Riemann theta functions

Riemann theta relations

Let z; and z» be elements in C. Then Riemann theta relations are :

> bin(z + 22)0j19(21 — 22)0k4(0)0145(0)
nE%Z/Z

- Z Oirn(21)0j111(21)0kr 4 (22) 011 4 (22)- (7)
nE%Z/Z

@ Lefschetz principle = Riemann theta relations are valid over any field

Level 4 theta model
Taking z = 0 in formula (7), we have :

) { X02 +X22 = (Cg +4C22)X1X3
Ex,

X2+ X2 = LxoX Xi = 0i(21);

CoC2
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Level 4 theta model

[X02X1:X2:X3]+[Y0:Y1:Y2:Y3]:[Z()221222223]

Unified addition in odd characteristic

Zo = (XEYZ+X2YE)—4(ca/co)XiX3Y1Y3
Z1 = (XoX1YoY1 + XoX3YaY3) — 20(XoX3 Yo Y1 + Xo X1 Y2 Y3) (8)
Zy = (XBY2+X2YZ)—4(c2/c0)XoX2Yo Y2 '

Z3 = CO(XOX3 Yo Y3 + X1X2 Y1 Y2) — 2C2(XOX3 Y1 Yz + X1X2 Yo Y3)

Zy = (XoYo+ X2Ya)?

Z1 = co(XoX1YoY1 + XoX3Y2Y3) (9)
Z, = (X1Y1+X3Y3)? '

Z3 = co(XoXzYoYs + X1 X2Y1Y2)

00:[60:1:2c2:1]and—[XO:Xl:X2:X3]:[X0:X3:X2:X1].
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Smoothness and complete group law

Set A1 = ¢2 +4c2; M = cosz
@ A1)\ # 0 ensures that the level 4 theta model Ey, ), is not singular.
@ If one of the conditions hold in K :
© -1 not asquarein K
@ /—1)\; not a square in K
then the group law on E), », is complete. Indeed otherwise
[0:1:4+v/+eh e]+ [teoe:1: £2c¢e : £1] is not possible.
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An Edwards model defined over any field

The Edwards model

Let K be a field of characteristic p > 0. The level 4-theta model Ey, »,
gives a normal form with equation : £y : 1 + x° + y? + x?y? = Axy, where
A=A € K~

Proof
[Xo : X1 : Xo 1 X3]——(x,y) = (X2/Xo, X3/X1), then we have :

X1X3
X3

XoXo

1—|—X2:)\1 .
Xt

and 1+y2:)\2

(14 x2)(1 + y?) = M Aaxy equivalently 1+ x2 + y2 + x2y? = A\ \oxy.
neutral element Oy := (2¢2/cp, 1).
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An Edwards model defined over any field

@ Isomorphic to the well known Edwards model in odd

2
characteristic :Ed, : x* + y? = c?(1 + x?y?) with ¢ = 23"%-
10

@ Smooth : c* #1 & (cg — 2¢2)* # (co +202)* < coca(cd +4c3) #0:
Jacobi relation

0 & :1+x%+y?+ x?°y? = Axy is ordinary in binary fields.

o Birationally equivalent to an Weierstrass model.
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An Edwards model defined over any field

(x1,31) + (%2, y2) = (x3, 3)

Unified addition in odd characteristic
co(x2 + x1y1y2) — 2c2(y2 + x1y1x2)

3 —
Co§}/1 =F X1X2)/2; = 2C2§X1 + y1x0¥2) 10
Co(X1y1 + xo)2) — 2c(1 + X1y1X2y2) ( )

co(x1y2 + y1x2) — 2c2(x1x2 + y1y2)

y3

Unified addition in characteristic 2

_ (Xt iy xaxe+yiye
(x3,¥3) = 3 (11)
t+xiyixo 1+ xiy1x0)

—(x1,y1) = (x1,1/y1) and the neutral element is Oy := (2¢2/co, 1).

(Univ.Yaoundél-Univ.Rennes1) Arithmetic of an Edwards model of elliptic



Comparison with other models

In characteristic 2

Table: Comparisons of the points operations over binary fields

Models Doubling Addition
Weierstral} TM+3S 14M + 1S
Binary Edwards of [Ber,Lan,Far 08] AM +4S +1m | 16M + 1S5+ 4m
Hessian 6M + 3S 12M +6S

Huff of [Dev,Joy 11] 6M +5S +2m | 13M +2S +2m
Edwards model of [Wu,Tang,Feng 10] | 3M +3S +1m | 12M + 4S5 + 2m
Level 4 theta model 3M +6S5+2m | TM+2S +2m
Our Edwards model M + 35S 12M +3S

@ (+) is not efficient in odd characteristic but we provide efficient

differential addition.
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Differential addition on level 4 theta model

—[XO ZX1 . X2 . X3] = [Xg . X3 . X2 . X1]. Then
Keyy o, W2 = )T(on + X3) + XaXoXa,
1
Given P = [XO . Xl ZX2 . X3], Q: [YO . Y1 . Y2 . Y3],
SZP—Q:[T0:T1:T2:T3]. LetR:P+Q:[Z0:Z1:Zg:Zg]and
= [Uy: Uy : Uy : Us] =2P. The coordinates Zy, Zp, Z1 + Z3,
Ug, Us, Uy + Us are :

Zy = To

L = 2"”20C§C2 XoYo-XoYo — To (12)
Ws = Wi W2'<C0(X0-Yo + X2-Y2) — 2c2(Xo Yo + X2 Yo)) -

U = =506 +X37 - 24X

U = (Cz/Co)Xo XG =27 5m (X + X3)? ,(13)
Ws = m( 0~ 4C2)(Xo + Xz) (WP —2c0c0(Xg + X3))
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Differential addition on the Edwards model

The first coordinate of (x, y) is invariant under the opposite action.

(x3,y3) = (x1, 1) + (x2, ¥2), (xa, ya) = (x1, 1) — (x2,y2) and
(X57y5) = Q(Xl,}/l)-

2 2
¢y — 4c X1 X2
o = G dohoe (14)
coc2(1 + x{x3)
(e2/@)xd = 2per(1 +x7)°

X
> peo(l + x2)2 — 2x2

n=c/(G+43).  (15)
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Comparison of differential arithmetic in odd characteristic

Table: Comparisons of differential addition over non-binary fields

model differential arithmetic
Montgomerry 5M+4S5+1m
Weierstrald 10M +5S +4m
[Gau-Lub09] 3M +6S +3m
Level 4-theta model | 4M + 3S + 4m

Our Edwards model | 5M + 55 4+ 2m

o if M =5 = m, we save one multiplication
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Comparison of differential arithmetic in characteristic 2

Table: Comparisons of differential addition over binary fields

model differential arithmetic
Weierstrall [Stam03] 5M+4S+1m
Binary Edwards [Ber.Lan.Far 08] 5M+45+2m
Huff of [DevJoy 11] 5M +55+1m
New Edwards model[Wu, Tang,Feng 10] | 5M + 6S + 1m
[Gaud-Lub 09] 5M+5S5+1m
Level 4 theta model 4M + 3S 4+ 2m
Our Edwards model 5M+4S5 +2m
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Conclusion

Improve addition in odd characteristic.

Pairing in characteristic 2 with theta functions.

Factorisation

Supersingular Edwards models

Genus 2 Edwards model
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A complete version of this work is avalaible here :

eprint.iacr.org/2012/346.pdf

Thanks for your attention!!
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